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One of the key tasks of media authorities is the safeguarding of media pluralism. In our digitised world, this means 
we are faced with new challenges. Due to the vast amounts of available information and sources, the safeguarding of 
pluralism today is no longer merely a question of access to content. Instead, findability, credibility and quality of infor-
mation as well as non-discriminating selection and curating are becoming increasingly important. Another vital aspect 
is journalism that can also obtain funding in digital form. 

All of this requires a shift in thinking that doesn’t stop at legislation and regulation. To reinforce a democratic society, 
we need new normative standards which help identify risks and develop instruments for safeguarding pluralism.

The Media Policy Lab is a project initiated by Medienanstalt Berlin-Brandenburg (mabb) that intends to spur a media 
and Internet policy dialogue regarding the nature and practicability of such regulation. To this end, the project con-
nects scientific expertise with Internet policy debates. One important work result of the Media Policy Lab is this White 
Book.

Publishing this White Book is our contribution to the debate. The book compiles innovative ideas and positions of 
internationally acclaimed scientists and renowned experts. Each article serves to communicate expert knowledge in a 
comprehensible way and to develop workable ideas, e.g. for the complex realm of intermediary regulation. The articles 
of the current publication are continuously supplemented by new expert opinions.

Our hope is that this White Book will inspire a discourse about innovative approaches to modern regulation. We would 
like to express our gratitude towards all authors and contributors. It is our belief that the series of essays will provide 
an important impulse regarding media policy in times of digital transformation. 

We wish you an inspiring read.

Kind regards,

Dr. Anja Zimmer
Director of the Medienanstalt Berlin-Brandenburg
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Without media pluralism, there can be no free democratic society. Safeguarding pluralism is one of the most 
important objectives of media law. It falls within the responsibility of the media authorities to implement those 
objectives in practice.

1   The world is digital. Media pluralism needs to be, too.

The media landscape has changed with the emergence of the Internet. A multitude of information and sources 
leads to new challenges regarding the findability, credibility and quality of information and its discrimina-
tion-free curation. Information intermediaries are emerging as gatekeepers. Factors such as the design of 
algorithms, the diversity of personal networks, the way people share and engage with digital content and the 
architecture of digital information intermediaries are influencing media pluralism. To safeguard democracy, we 
need new normative benchmarks to identify risks and develop measures to defend media pluralism.

2   Let’s talk more! A network is needed to (re)invent digital media pluralism.

Media pluralism needs a “plurality dialogue”. To achieve a more profound public knowledge of media pluralism 
we need an exchange between academia, private stakeholders, governmental institutions, NGOs and the public 
itself. All these parties play a part in safeguarding plurality and should be involved in creating trustable transpa-
rency procedures that are expedient and effective. 

3   Hate speech is a threat to open dialogue. We need to counter it collectively.

In a pluralistic democratic society, all voices must have an equal chance to be heard. Hate speech is often not 
an opinion, but a criminal offence. In such cases, the state has a responsibility to sanction it. Even if it is not 
criminal, hate speech is toxic for public discourse. It threatens and humiliates others and diminishes their right 
to equal participation. Therefore, we need to foster debate and engage society more deeply to counter hate 
speech with discursive measures. Additionally, we need new means to understand the role of intermediaries 
in hate speech contexts. In cases where intermediaries delete content for hate speech concerns, independent 
oversight is necessary to protect freedom of speech.

4   Free and strong journalism is a precondition for democracy. Let’s defend it!

Journalism is and will be an indispensable element of a functioning democracy. The Internet and technologi-
cal innovation offer new opportunities for quality journalism. However, alternative business models and other 
models of funding must be explored. Together, we need to identify these opportunities and provide room to 
experiment. A fair framework is required to guarantee the visibility of journalistic content.
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5  We need to find new methods to monitor media pluralism. Academia, are you in?!

New monitoring methods are needed to safeguard citizens’ rights. In the world of big data and algorithmic 
decision making we are facing a paradox: While opinion formation processes are extremely transparent for 
intermediaries because of their traceability through data, the public knows less about the actual mechanism of 
and influences on political opinion formation. This asymmetry of knowledge must be balanced.

6   Better access to data is needed to safeguard media pluralism.

Better access to data and more transparency concerning algorithmic decision making is crucial. The proprieta-
ry nature of algorithms and commercial data collections, the protection of trade secrets but also terms of use 
create barriers for researchers trying to gain access to data. For regulatory institutions to fulfil their duty of 
monitoring and safeguarding media pluralism towards the public, more and better research must be facilitated. 
In this, it is essential to balance the interests of companies to protect their trade secrets and data protection on 
one hand, and the need to access data for regulatory purposes on the other hand.

7   Surveillance endangers freedom of opinion.

State and private surveillance are creating an atmosphere in which citizens may feel subject to ubiquitous 
observation. Citizens must be able to inform themselves and to draw their own conclusions in a manner that is 
unobserved and free from manipulation. To avoid the danger of chilling effects, we need safeguards for infor-
mational self-determination. 

8   Technology is part of the solution. Let’s create more diversity by design.

Media pluralism should not only be researched and monitored in retrospect. It must be a design principle ack-
nowledged in the process of creating technologies that recommend and curate media content. The criteria and 
benchmarks for this approach need to be developed and safeguarded by academia, the media, regulators and 
technology developers alike.

9   Dear brothers and sisters of the regulatory world, we need to reinvent  
the way we work.

Regulatory institutions need to reinvent their role for the digital age. Especially in times of change in media 
ecology, media regulators have the important mission to ensure free access to information and to monitor dis-
tribution of opinion power. For this purpose, effective regulatory measures must be implemented.

10 Let’s change the law to safeguard transparency and freedom from discrimination.

The laws that protect media pluralism require an update. New and evidence-based regulatory measures must 
be developed to address the influence of information intermediaries. We need laws promoting transparency 
and prohibiting improper discrimination of content. In order to protect media pluralism, the media authorities 
must be given a clear mandate allowing them to monitor and regulate gatekeepers.
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Publicity in digital society is changing rapidly: For many people, the web 2.0 
was a synonym for the decentralised, open and participative culture of the 
Internet. A new and possibly more democratic public space was the great 
hope. Today, however, we must instead debate basic questions and challen-
ges to society, politics and regulation. These challenges concern the increa-
se in hate speech, the debates about fake news, and most paradigmatically 
the question of who actually determines what users see. What role do  
algorithms play in this?

networks. And without algorithm-based decision-making 
systems, we would not be able to cope with the informa-
tion flooding, and variety would be unimaginable. 

However, information intermediaries also have an influ-
ence on which topics come to our attention, what cover-
age is achieved by information and which media are still 
incorporated in our communication mix. This poses new 
challenges for the preservation of pluralism. Increasingly 
so, since the companies acting as intermediaries between 
content providers and users on the Internet usually hold 
considerable market power which is only enhanced by 
networking and lock-in effects as well as access to enor-
mous quantities of data.

Through their technical mode of operation, information 
intermediaries have a completely different influence on 
media usage than we know from the analogue world. 
Intermediaries, however, do not make editorial decisi-
ons. They therefore do not take the place of established 
media houses and rightly reject editorial and journalistic 
assignments. But they have long ceased to be neutral 
technology platforms and pursue their own interests. 

Algorithm-based decision-making systems have taken 
on various functions in our everyday lives: From finan-
cial market mechanisms and driverless cars all the way 
to partner selection. The exact way in which Facebook, 
Twitter or Google – so-called information intermediaries 
– use algorithms remains hidden among their business 
secrets. Which is understandable to a certain extent, 
since it is their capital. Intermediaries collect personal 
data from users, accumulate it and analyse it based on 
fundamental algorithms. These algorithms are continu-
ously improved using data streams. Furthermore, they 
self-develop further using artificial intelligence, and thus 
can achieve a complexity which, according to voices from 
within IT corporations, even surprises those on the in-
side.

All of this changes our lives not only on a personal level, 
but also in societal interaction, e.g. wenn our individual 
actions are inspired, evaluated or pre-selected by algo-
rithms. And, as often, media and media use are the focal 
point of these developments

The Role of Information Intermediaries 
The offers of information intermediaries doubtlessly 
create more variety via new journalistic offers, user-ge-
nerated content and information exchange in individual 

Automated Publicity 7



Systematic Transparency
First of all, there must be systematic transparency. This 
cannot mean that search and recommendation functions 
have to disclose their algorithms, since they could then 
no longer perform their task. However, platforms must 
at least provide transparency on their own role, e.g. by 
declaring their values and guiding principles. They can 
then be measured against their own statements. It is 
similarly important for scientists and media authorities to 
receive data insights, e.g. to be able to trace the criteria 
and mechanisms of algorithm-based decision-making 
entities which influence our media pluralism. Fundamen-
tally, results are only as good as the data situation allows 
them to be. And at the moment, there are grave deficits 
in this respect.

Freedom from Discrimination
Furthermore, there is a consensus on the importance 
of safeguarding freedom from discrimination. But what 
exactly does that mean? In times of increased perso-
nalisation, this calls for new concepts. It will be easy to 
agree that strong suppliers should not prefer their own 
products. But what is the significance of the context, 
for example? Do other relevance criteria have to apply 
to pure service-related information? What is the rank 
of journalistic offers?  Do we need special rules for the 
findability of these? Is it possible to develop shared va-
lues for that? These topics require social debate and the 
development of benchmarks.

Strengthen Users‘ Freedom of Choice
It may be necessary for regulatory authorities to rely 
more strongly on technological means in the future. This 
could strengthen users’ freedom of choice if they were 
left to decide autonomously which selection tools to 
employ to receive news or to interact with others. On 
platforms with market power, this would require e.g. 
data portability and open interfaces for competitors or 
open source projects. And maybe, one day the motto 
could be “bring your own algorithm” ?

Although there is currently nothing to suggest a targeted 
political influence on the public through intermedia in-
formation, as this would be of little use to their business 
model. However, to maximise their profits, they need  
attention – which, besides data, constitutes the curren-
cy of the digital market economy. To achieve this, users 
must be kept on their platforms for as long as possible. 
Accordingly, content that pleases users is good – but con-
tent that makes them interact is even better. Matching 
content can be placed profitably using algorithm-based 
personalization. Whether that content consists of high- 
quality journalistic content or fake news has not mattered 
much so far.

Is There a Filter Bubble? Studies on  
Media Use
A question which remains unanswered for the most part 
is how media consumption will develop, and what conse-
quences that will have on individuals, various groups or 
society as a whole. Initial studies show that young people 
increasingly use information intermediaries as an import-
ant or even exclusive source for news.1 At the same time, 
social networks demonstrate potential for intensified 
polarization, which can e.g. change the perception of the 
climate of opinion and fuel media hypes.2 Corresponding 
effects can be demonstrated more distinctly in some 
groups of the population more than others.

And even if the information repertoire is currently still 
ample in Germany, the dangers for opinion making must 
not be underestimated. Is it really sufficient to define plu-
ralism of opinion in a rather static and linear way, or does 
it maybe depend more strongly on actual use? Questions 
like this must be answered soon, since pluralism of opi-
nion can only be preserved in preparation. Once dama-
ged, it can hardly be restored. 

Approaches to modern regulation 
Our information landscape is no longer imaginable wit-
hout algorithms. They have many positive properties and 
support us in keeping track of the information flooding 
when using media. Hence, their elimination cannot be 
the objective. We must reflect on which principles need 
to apply for algorithm-based decision-making power in 
a liberal, democratic and constitutional society. How can 
we preserve pluralism of media and opinion, and how 
can we strengthen individual autonomy in dealing with 
algorithms? There are no easy answers to these questi-
ons, but there are starting points: 

There are no easy 
answers to these 
questions, but there 
are starting points. 
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Media diversity is indispensable for a lively political public 
sphere. It is inconceivable without critical journalism and 
media that compete with each other. Journalistic offers 
need a secure financing basis and retrievability. How we 
will maintain this in the future will be one of the most 
important questions for media regulation. Legislators, 
media authorities and academia must work together to 
develop new approaches.
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       General Rules for All Media:
• The publication of election poll results is prohibited on the respective election day before the end of the 

election period (§ 32 (2) Federal Electoral Act).
• In the context of reporting during election campaigns, telemedia providers and broadcasters (§ 8 (2) 

RStV) are obliged to state their representative power when publishing opinion polls (§ 54 (3) RStV - Inter-
state Broadcasting Treaty).

The following overview shows the existing regulatory framework for political advertising in Germany. 

Political advertising is generally prohibited on television and radio. Parties may only advertise on television and radio 
during pre-election periods. The reason for this regulation is that even today broadcasting is still considered to play the 
most important role in opinion formation and thus also in political elections. 

In the press sector, on the other hand, political advertising is largely permitted. Apart from the federal state press laws, 
press publishers are essentially only subject to voluntary self-regulation through the press code. Among other things, it 
contains regulations on the maintenance of journalistic due diligence and election campaign reporting.

Political advertising is also largely permitted on the Internet and is only prohibited in television-like telemedia (all 
online services, including websites and e-mail, are referred to as telemedia). For journalistic-editorial websites, the 
journalistic duties of care apply. In all other telemedia, political advertising must be recognisable as such and clearly 
separated from the rest of the content. It should be noted that the above provisions do not apply directly to the plat-
forms themselves, but only to the providers who present themselves on these platforms.

This means that political advertising on major platforms such as Facebook, YouTube and Twitter is largely unregula-
ted, although its importance for opinion formation and political decision-making is growing. In addition, social media 
can be used for much more tailored political advertising than, for example, television or election posters. By using 
microtargeting, political advertising can reach specific publics and thus have a substantial effect. The comparison bet-
ween online political advertising and classical advertising media shows a clear need for regulation in this area. So far, 
providers have only reacted with voluntary measures. The rules on the largest social platforms Google, Facebook and 
Twitter are compared below.

Status Quo: Rules for Political Advertising
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2     Print
• Political advertisements are generally permitted. 
• No obligations exist to equal opportunities or neutrality on the part of the publisher (only 

general provisions such as due diligence, obligation to verify the origin, truth and criminal law 
relevance of the content).

• For journalistic reporting self-regulation via Press code applies:
 – Journalists are required to comply with the journalistic due diligence rules. This also applies 

to journalistically and editorially designed telemedia. 
 – In the case of violations, complaint procedures can be started. The press advice can issue a 

notice, a disapproval notice or publicly reprimand. 
 – Special guideline on election advertising:  

Obligation to truthfully inform the public in election campaign reporting, also includes the 
obligation to report on opinions which the press representatives do not share (Directive 1.2 
Press code). (Political) advertising must be labelled as such and separated from the edito-
rial part (Directive 7 Press code).

1     Television & Radio
• Political advertising is generally prohibited (§ 7 (9) RStV - Interstate Broadcasting Treaty).        
• Purpose of the regulation: Individual social groups should not be able to exert a disproportio-

nate influence on the formation of public opinion through the purchase of advertising time. 
• There is an exception for the period of election campaigns (31st day to penultimate day before 

the election):  
Public and nationwide private broadcasters are obliged to grant free (appropriate) broadcas-
ting time for election advertising (§ 42 (2) RStV as well as § 11 ZDF-StV; in private broadcasting 
only remunerated). Private broadcasters with reach limited to a single federal stare are regula-
ted differently by the federal state laws. 

• „Principle of graded equal opportunities“ applies: The amount of broadcasting time is deter-
mined according to the importance of the party (Art. 3 (1), Art. 21 (1) Basic law; § 5 Party law). 

• The contents are subject only to a limited right of examination and refusal in the event of an 
obvious and serious violation of general laws within the meaning of Article 5 (2) of the Basic 
law.

• The rules for the allocation of advertising broadcast time during elections are further specifies 
by guidelines of the public broadcasters as well as by the state media authorities (§ 43 (2) 
RStV). 

• Broadcasting regulations also apply to live streaming services.
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5     Online
• Political advertising is prohibited in television-like telemedia (§ 58 (3) in conjunction with § 7 

(9) RStV), in all other telemedia it must be clearly recognisable and separate from the other 
content (§ 58 (1) RStV).

• State online offers must observe equal opportunities and neutrality (§ 5 Party law; Article 3 (1) 
and Article 21 (1) of the Basic law).

• Journalistically and editorially designed telemedia, i.e. in particular the online offers of press 
companies and broadcasters on demand, must take into account the recognized journalistic 
principles (§ 54 (2) RStV).

• Competition law (UWG) is not applicable to the regulation of political advertising.

4     Mail & Telephone
• Election advertising by post or letter is generally permitted.
• For advertising by email and telephone, the consent of the recipient is required and can be 

withdrawn later.
• Potential voters may only be polled on a group basis, not on a person basis.

The social networks have meanwhile provided tools for labelling political advertising as voluntary self-regulation. 
These are presented below.

3     Street Space
• Election posters in and on election buildings are prohibited. The use of public street space is 

subject to permission. Equal opportunities and the freedom of political parties must be obser-
ved when issuing permissions for election posters. 

• During the „hot“ election campaign phase (from approx. 6 weeks before the election date), 
the parties are entitled to billposting within the limits of the principle of graded equal oppor-
tunities and a balanced election advertising concept. 

• Permissions may be refused only in the event of violation of general laws or impairment of 
traffic safety. In such cases, the responsible authorities should take into account the interest of 
political parties in advertising before elections.
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Self-Regulation

Facebook
• Advertisers who want to place ads about social issues, elections or politics are required to complete 

an authorization process. Social issues covered by the regulation include civil and social rights, crime, 
economy, environmental politics, health, immigration, political values and governance, security and 
foreign policy. Such ads will include a disclaimer provided by advertisers that shows the name of the 
person or entity responsible for the ads. 

• Regulation does not apply to news providers identified by Facebook.
• Political advertising is: 

 – made by, on behalf of, or about a current or former candidate for public office, a political figure, a 
political party or advocates for the outcome of an election to public office;

 – about any election, referendum, or ballot initiative, including „get out the vote“ or election infor-
mation campaigns;

 – about social issues within the EU in any place where the ad is being run; 
 – regulated as political advertising. 

• All applicable laws and regulations must be complied with.
• A disclaimer must comply with community standards and advertising guidelines, contain the full 

name of the organisation/person responsible for the advertisement and contain neither URLs nor 
acronyms (unless this is the official name).

• An ad library lists all active and inactive political ads including spend, reach and funding entities. The 
ads are stored in the library for seven years.

Google 
• New Google directive for election advertising in the EU since 21 March 2019.
• Election ads include ads that feature a political party, a current elected officeholder, or candidate for 

the EU Parliament or for an elected national office within an EU member state. They also include ads 
related to a national referendum or a state or provincial referendum on sovereignty.

• Ads for products or services do not count as election advertising (including political merchandise 
items such as T-shirts). Ads run by news organizations to promote their coverage of referendums, 
political parties, EU campaigns, candidates, or current elected officeholders are also excluded from 
regulation.

Last update: 11. Dezember 2019
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Twitter 
• Since 22 November 2019, advertising for political campaigns has been banned worldwide.
• Political ads are defined as:

 – ads from candidates, political parties, elected or appointed government officials, or ads that 
contain references to political content, including voting requests, requests for financial support, or 
lobbying for or against any of the types of political content;

 – ads relating to past or upcoming referendums, bills, laws, regulations, guidelines, court results, or 
country-specific equivalents. 

• News publishers may place ads that refer to political content if they meet the exemption criteria. 
• Cause-based advertising: Ads that educate, raise awareness and advertise measures related to civic 

engagement, economic growth, environmental responsibility or social justice are treated separately.  
Advertisers must undergo a certification process. 

 – Targeting for cause-based ads is limited to geographical categories, keywords and interests. Other 
categories are not allowed. 

 – Geo-targeting can be at the state, provincial or regional level, postcodes are not allowed as tar-
geting categories (exception: no restrictions are placed on geo-targeting for ads from state and 
supranational authorities).

 – Keyword or interest targeting may not use terms that are considered political content or political 
affiliation (e.g. „conservative“, „liberal“, „political elections“, etc.).

• Before the 2019 EU elections, a certification process was introduced. Both the location and the iden-
tity of the advertiser were checked.

 – Regulation applied to ads funded by a European or national political party or by a candidate ap-
plying for a political office or voting for or against a candidate or party in EU elections.

 – The ads had to include „Paid for by“ notices.
• The Twitter Ads Transparency Center displays all paid political ads, including previous ads. 

• The targeting options for election ads within the EU will be restricted by the end of 2019. In the futu-
re, only geographical location, age, gender and contextual options (ad placements, topics, keywords 
against sites, apps, pages and videos) can be used for targeting. All other types of targeting are not 
allowed for use in election ads. 

• Advertiser must be authorized by Google.
• It must be disclosed who paid for the ad.
• A transparency report on political advertisements including an election ads library with data on fun-

ding sources, the amounts being spent and targeted groups is published weekly.

Status Quo: Rules for Political Advertising  15



Transparency in 
Online Political 

Advertising  

Dr. Dipayan Ghosh 
Member of the Shorenstein Center  
on Media, Politics and Public Policy at 
the Harvard Kennedy School 

Dr. Ben Scott 
Member of the Management Board of  
Stiftung Neue Verantwortung

http://https://dipayanghosh.com/
http://https://dipayanghosh.com/
http://https://dipayanghosh.com/
http://https://www.stiftung-nv.de/de/person/dr-ben-scott
http://https://www.stiftung-nv.de/de/person/dr-ben-scott


• Transparency in online political advertising is necessary to solve the 
current crisis of disinformation. Advertising data should be both directly 
connected with an ad as well as clearly visible to the individual. It is not 
enough for this information to be available somewhere else on the inter-
net – it should be presented in the context of the ad itself. 

• Information pertaining to the provenance, target audience, and targeting 
parameters of digital ads should be transparent to consumers and avai-
lable in machine readable, searchable formats on public databases. 

However, the problem is much larger than nefarious 
foreign actors. Many online advertisers who are politi-
cally motivated actively seek to cloak their origins and 
which demographics they target. The special features of 
digital advertising that make it so popular – algorithmic 
targeting and content customization – make it possible 
to test thousands of different ad variations per day with 
thousands upon thousands of different configurations 
of audience demographics. Political advertisers can 
very easily send very different (and even contradictory) 
messages to different audiences. Until very recently, they 
need not have feared exposure and consequent public 
embarrassment or backlash. The recent introduction of 
political ad transparency databases from Facebook, Goo-
gle, and Twitter have begun to change this.

The best solution should feature five components:

1  Clear On-Screen Designation:

All political ads that appear in social media streams 
should be clearly marked with a consistent designation, 
such as a bright red box that is labeled “Political Ad” in 
bold white text, or bold red text in the subtitle of a video 
ad. Furthermore, there should be strict size requirements

Individuals need more information about political ad-
vertising in social media. An important aspect of the dis-
information problem lies in the opacity of its operations 
and the asymmetry of knowledge between the platform 
and the user. The starting point for reform is to rein in the 
abuses of political advertising. Ad-driven disinformation 
flourishes because of the public’s limited understanding 
of where paid political advertising comes from, who 
funds it and most critically, how it is targeted at specific 
users. The disclosure rules that apply to traditional media 
do not comprehensively cover digital ads. It is time for 
the government to close these gaps and shape a robust 
political ad transparency policy for digital media. 

Under current rules and practices, digital media users 
have no ability to judge accurately who is trying to in-
fluence them with digital political advertising. Although 
most disinformation flowing over the Internet is not 
directed through paid ads, it is an important vehicle for 
targeting audiences, sending malignant messages, and 
shaping algorithms that curate non-paid similar content 
to these same audiences. This is first and foremost a 
national security measure, as demonstrated by the now 
infamous information operation conducted against the 
US election in 2016 which made use of targeted political 
ads. 

Transparency in Online Political Advertising          17



4    Financial Accountability: 
Donors for political ad spending over a given minimum 
threshold should be reported by advertisers to election 
authorities, listing the provenance of funds as a form of 
campaign finance – including the major donors.

5   Advertiser Verification:

Election authorities should impose “know your custo-
mer” rules that require digital ad platforms which cross 
a minimum level of ad spending to verify the identity of 
political advertisers and take all reasonable measures to 
prevent foreign nationals from attempting to influence 
elections.

We favor a system that would push this kind of disclo-
sure for political ads as quickly as possible to safeguard 
fast-approaching elections against exploitation. Our view 
is that online ad transparency is a necessary but far from 
sufficient condition for addressing the current crisis in 
digital disinformation. Transparency is only a partial solu-
tion and we should not overstate what it can accomplish 
on its own. 

Moreover, we should try to maximize its impact by 
requiring transparency to be overt and real-time rather 
than filed in a database sometime after the fact. To put 
it simply, if all we achieve is a database of ad information 
somewhere on the internet that few voters ever have 
cause or interest to access, then we will have failed. 

on these disclosures, for instance that they should 
occupy at least five to ten percent of the space of the 
advertisement. Too often in digital media streams, the 
markings on paid content are so unobtrusive that users 
may overlook the designation. 

2   Real-Time Disclosure in the Ad: 

Clear information about the ad should be pushed to the 
user in the payload of the ad at the same time that the 
ad renders (e.g. a pop-up box triggered on cursor hovers 
for textual and image ads, or subtitle text for video ads). 
It is not enough for this information to be available so-
mewhere else on the internet, or to require active click-
through to enable access to this information. 

The following data points should be included:

• Sponsor of the ad:  
The name of the organization that paid to place the 
ad, the total amount it spent to place the ad, and a 
list of its disclosed donors; 

• Time and audience targeting parameters:  
The time period over which the ad is running, the 
demographic characteristics selected by the adver-
tiser for targeting of the ad, the organization whose 
custom target list the recipient belongs to (if appli-
cable), and the demographic characteristics that 
indicate why the recipient was included in the target 
list (including platform-determined “look-alike” 
ascriptions, if applicable);

• Engagement metrics:  
The number of user impressions for which the ad 
buyer has paid to reach with the present ad and the 
number of active engagements by users.

3   Open API to Download Ad Data: 

All of the information in the real-time disclosure for each 
ad should be compiled and stored by digital advertising 
platforms in machine readable, searchable databases 
available through an open application programming 
interface (API). If the ad mentions a candidate, political 
party, ballot measure or clear electoral issue, that should 
be logged. In addition, this database should include 
the complete figures on engagement metrics (paid and 
unpaid).

Transparency by itself will 

not suffice – it can only  

serve as a small, initial step 

of a broader solution that 

will entail a robust  

regulatory framework for 

the internet sector.
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We strongly believe contextual notification is necessary  
– disclosure that is embedded in the ad itself, which 
goes beyond basic labelling. Furthermore, this message 
must include the targeting selectors that explain to the 
user why they were shown the ad. Armed with this data, 
voters will have a signal to pay critical attention and they 
will have a chance to judge the origins, aims, and rele-
vance of the ad.
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• There is a long tradition in Europe of political advertisement regulation, 
but regulation focuses overwhelmingly on traditional media. The increa-
singly prominent role social media take on in society requires a new regu-
latory framework.

• At present, voters are not legally protected against the manipulative 
potential of political microtargeting techniques, whereas consumers are: 
In commercial advertisement, bad faith targeting is prohibited. 

• We propose to address this legal gap by learning from the long tradition 
of unfair commercial practice law in order to better protect our democra-
tic procedures and institutions.

Political microtargeting techniques have their origin in 
commercial behavioural advertising strategies. Behaviou-
ral advertising utilises data driven insights into consu-
mers’ preferences, needs and biases to address consu-
mers with commercial messages that specifically target 
this particular individual. There is a growing body of re-
search showing that these forms of targeted advertising 
can be more persuasive and increase the likelihood to 
stimulate users into action.3 Political microtargeting bu-
ilds on these insights, with the difference being that the 
messages contain political content and the addressees 
are addressed not as consumers, but as voters. As Brad 
Parscale, the digital director of the last Trump campaign 
once put it: ”It is the same shit we use in commercial, just 
has fancier names.”

Similar to behavioural targeting, political microtargeting 
strategies, while potentially useful to distribute a mes-
sage, have also triggered considerable concerns about 
their implications for users’ privacy but also their mani-
pulative potential.4 The vigour of the public discussion 
about fake news and large-scale data-driven politically

Thanks to advances in data analytics and machine lear-
ning, political campaigns can ‚microtarget‘ increasingly 
small segments of the electorate with tailored messages. 
First deployed in the US, political microtargeting is increa-
singly used also in Europe, including in Germany.1 During 
the last federal election in 2017, political parties targeted 
voters via Facebook, but some parties (e.g. CDU and 
SPD) also used a canvassing app for personalised talks to 
voters at their doorsteps. After a canvassing talk, the CDU 
volunteer could process the self-assessed vote likelihood 
and other personal information that can be useful later 
on in the campaign. Another, less transparent method is 
the ‚dark post‘ function that Facebook offers. A dark post 
essentially allows a campaign to send a specific message 
to a specific group of people and no one else is able to 
see it. According to the German Green Party, the use of 
dark posts is common practice. The Green Party have 
dedicated a page on their website, where they claim to 
place all their advertising – including their dark ads.2 It is 
easy to imagine unfair use of posts that are only visible to 
a specific group of people. 
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fairness in political advertising for voters. Examples of 
such forms of unfair manipulations thrive, including poli-
tical microtargeting in a way that abuses voters’ incredu-
lity, personal concerns, fears and emotions (e.g. fear of 
foreigners), or making conflicting promises to different 
subsets of voters, but also the practice of redlining, 
which is addressing only voters considered relevant and 
likely to vote.  

These are practices that in the realm of commercial 
behavioural targeting would in all likelihood be banned 
under the rules about unfair commercial practices and 
misleading advertising – rules that are typically not 
applicable to ideological advertising. This leaves us with 
the peculiar and societally undesirable situation in which 
consumers are better protected against unfair microtar-
geting practices than voters. 

Needed: Unfair Political Practice Regulation 

Political advertising is a corner stone of the democratic 
process, as it is used to inform voters about the political 
program of parties and stimulate them to vote. Accor-
dingly, the lack of legal protection of voters from unfair 
political practices is unacceptable. Clearly here there is a 
legal gap that needs to be addressed. In filling this gap, 
useful insight could be gained from the regulation of un-
fair and manipulative advertising for several reasons: 

• Equal level playing field: First, political and com-
mercial microtargeting share the same strategies, 
distribution infrastructure, commercial objectives 
and sometimes even data. From the perspective of 
consumers they may even be difficult to distinguish. 

motivated counter-campaigns illustrates that this is a 
concern that shakes democratic societies at their very  
core. Furthermore, as political campaigns become more 
and more dependent on commercial parties to spread 
their messages, profit maximisation increasingly pierces 
the field of political campaigning.

Conflicting Interests in the Regulation of 
Political Advertising

The regulation of political advertising has a long tradition 
in Europe, precisely because of its importance for the 
democratic process. As such, the regulation of political 
advertising needs to strike a careful balance between 
the fundamental rights protection of political parties and 
the distribution of political messages as the most highly 
protected form of speech, as well as the need to protect 
voters and the democratic process. 

Technology Dependent

Most regulations focus on broadcasting media and a few 
on the press. Only a handful, if any, also address online 
media. This approach may once have been easily explai-
ned with the “immediate and powerful effect of the bro-
adcast media”.5 Yet, with significant parts of the popula-
tion now indicating that they also or even predominantly 
receive their news from the social media, the same could 
be said of online media.6

Focus on Creating an Equal Level Playing 
Field for Political Parties

True to the principles of the Venice Committee that sti-
pulated that elections needs to be universal, equal, free, 
secret and direct,7 political advertising regulation con-
centrates in particular on creating equal opportunities for 
political parties to reach voters. In Germany, for example, 
there is a ban on political advertising for broadcasters, 
coupled with exceptions that guarantee adequate airtime 
during election time, while observing the principle of 
strict party neutrality. Other countries are more lenient 
and allow paid political advertising but still impose strict 
principles of equality, transparency and spending limits 
(e.g. Netherlands).

Focus on the Rights of Users in Fair Political 
Advertising

A regulatory gap exists with regard to the rules that 
would address equal opportunities and more generally 

Considering the  

manipulative potential of 

political microtargeting 

techniques, legal protection 

of voters against unfair  

political practices is  

mandatory. 
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• Protection of vulnerable voters: Second, unfair 
commercial practice law has a long tradition of deli-
neating fair from manipulative practices and in this 
context has developed a number of useful tools and 
concepts. One example is the special attention for 
vulnerable consumers, i.e. consumers that because 
of limitations in their cognitive or other capacities 
are less able to recognise commercial messages as 
such and assess them upon their value. Similarly, 
special categories of voters, too, can be particularly 
vulnerable to manipulations, including the less digi-
tally-literate and less politically-competent, voters 
with particular fears or impediments, etc. 

• Transparency: The concept of misleading through 
omissions of information, including the failure to 
label advertising as such, is at the heart of unfair 
commercial practice law. It also resonates in the calls 
for more transparency in political advertising.  

• Aggressive practices: Unfair commercial practice’s 
law ban on aggressive practices expresses a more 
general ethical principle that advertising, whether 
commercial or political, ought to protect the autono-
my and intellectual integrity of users and not abuse 
their vulnerabilities for someone else’s gain. 

This is not to say that commercial and political adver-
tising should be regulated alike. With political advertising 
not just the functioning of markets, but of our democratic  
institutions are potentially at stake. However, it would be 
naïve to ignore the valuable lessons that political adver-
tisers have learned from commercial advertising, while 
refusing to learn equally valuable lessons from a long tra-
dition of dealing with manipulation and misinformation. 
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